In an identity-based proxy re-encryption scheme, a semi-trusted 
Introduction
The concept of proxy re-encryption (PRE) is introduced by Blaze, et al. [1] in 1998. PRE schemes allow Alice (the delegator) to create a re-encryption key (or proxy key) and give this key to a semi-trusted proxy. The proxy uses this re-encryption key to transform the ciphertext under Alice's public key into the ciphertext for Bob (the delegatee). In PRE scheme, the proxy does not know the secret key of Alice or Bob, and also does not know the plaintext during the conversion. PRE schemes have many applications such as digital rights management (DRM), distributed storage, encrypted email forwarding, and law enforcement [1] [2] [3] [4] [5] .
Green and Ateniese proposed the first identity-based PRE (IB-PRE) [6] in 2007. Their scheme allows a proxy to translate the ciphertext under Alice's identity into the ciphertext under Bob's identity. It is based on Boneh-Franklin's identity-based encryption (IBE) scheme [7] , which was shown to be secure in the random oracle model. But many researchers have expressed doubts about the random oracle model. For example, some cryptosystems, which are secure in the random oracle model but are insecure in any real world implementation [8] . Fortunately, Chu and Tzeng proposed an IB-PRE against chosen cipher-text attack (CCA) without random oracles [9] . In [9] , Chu et al. proposed two identity-based proxy re-encryption schemes without random oracles. The schemes both satisfy the properties of unidirectionality, non-interactivity and multi-use. But it is vulnerable to collusion attack.
In IB-PRE process, we must carefully consider the proxy's security properties. Obviously the collusion of the proxy and a delegatee may result in the decryption of ciphertext for a delegator if the ciphertext are re-encrypted. How to effectively avoid collusion attack in the IB-PRE scheme has a very important effect.
Preliminaries
In this section, we will give some preliminaries which will use later. e is efficiently computable. We say that G is a bilinear group and e is a bilinear pairing in G .
Bilinear groups

The Identity-based Proxy Re-encryption
An IB-PRE scheme consists of 6 algorithms as follows:
(1 )
Takes security parameter  as input, the algorithm outputs the master secret key msk and public parameters params which is distributed to users. 
New Identity-based Proxy Re-encryption
Analysis of Collusion Attack in [9]
We first simply review the scheme of [9] . In [9] , Setup algorithm generates the public parameter
and master secret key ,,
, where
. Suppose proxy and delegatee conspire. For the proxy, the value of re -encryption key 12 vv d  is known. R is the ciphertext encrypted k under delegatee's public key. So the value of k can be easily obtained, just decrypt R using delegatee's secret key. Then K can be computed. So if proxy and delegatee conspire, 1 d can be obtained. Finally the delegatee and proxy can get the secret key of delegator. If they get delegator's secret key, they can decrypt any other ciphertext under this secret key.
New IB-PRE Algorithms
The new IB-PRE also consists of 6 algorithms as follows: 
The difference of Encrypt and Encrypt is that k appends '1' and m appends '0'. , output m while b is 0 and output ⊥ while b is 1. 
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Security
We now prove the security of our scheme. 
Comparison
Our IB-PRE scheme based on CT07 techniques. In our scheme, we get the security by using added secret parameter and change the secret key and reencryption key. The structure and calculation of encryption, re -encryption, and decryption are the same to CT07, our scheme can get the same computational and communicational costs.
Conclusions
Our scheme has many applications, such as cloud computing, e -healthcare. In cloud computing, the server is not completely trusted. There will have some malicious users in cloud computing. Once the proxy and malicious user conspire, the user's information will be reveal.
By using the CT07 techniques, we use bilinear pairing to construct a collusionresistant IB-PRE scheme. We add the secret parameter, use this secret parameter construct new master secret key and decryption secret key. Our scheme can effectively prevent the collusion attack of proxy and delegatee. And our scheme is secure against CCA in the standard model.
